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This report is the result of joint effort of Digital Shelter and RAAGSAN Consulting with
generous support from Digital Defenders Partnership (DDP). We are grateful to the
peer review members for their contribution. Thanks to all the key informants,
journalists, human rights defenders, social media activists and the bloggers who gave
their input to this study. We hope this report would be helpful in the ongoing efforts
to protect all media personnel in Somalia. Please email us at info@digitalshelter.com
to access the full report.
Digital Shelter is promoting digital safety, advocating for digital rights/inclusion,
fighting for internet freedom, empowering communities, changing lives in the digital
age. To know about the work of Digital Shelter, please visit: www.digitalshelter.com
RAAGSAN is a social enterprise providing an evidence based data to inform policies
and programs across Somalia. You can visit www.raagsan.com to know about their
work or email them at info@raagsan.com

2

TABLE OF CONTENTS
BACKGROUND .......................................................................................................................................4
DEMOGRAPHICS ....................................................................................................................................5
PHYSICAL SECURITY THREATS FACING MEDIA WORKERS AND HRDS...................................................5
SOURCES OF PHYSICAL SECURITY THREATS AGAINST MEDIA WORKERS AND HRDS ...........................6
RISK FACTORS ........................................................................................................................................7
AWARENESS AND UPTAKE OF PROTECTIVE MEASURES .......................................................................8
ADAPTED PROTECTION MEASURES AGAINST ONLINE THREATS ..........................................................9
POLICIES PROTECTING AGAINST DIGITAL SECURITY THREATS AND ROLE OF EXTERNAL ACTORS .....10
AVAILABILITY OF TRAINING ON DIGITAL SECURITY ............................................................................10
RECOMMENDATIONS ..........................................................................................................................11

3

BACKGROUND
In Africa, human rights defenders (HRDs) and activists working to promote and protect human rights
and journalists reporting news and bringing information to the public in volatile political contexts face
major risks such as physical attacks and assaults,
arrests, intimidation, restriction on their rights to
freedom of movement, defamation and shrinking
civic space and sometimes get killed. Somalia, for
the sixth year running, topped the Committee to
Protect Journalists (CPJ) Global Impunity Index as
the country with the most unsolved journalist
murders.
The study of physical and digital security
challenges facing media workers and HRD reviews
the current risk factors affecting HRDs and media
workers and identifies ways to mitigate these risks
in five federal member states and Banadir region
of Somalia.
Over the years, Somalia has seen a steady increase of internet penetration and the number of mobile
phone users is equivalent to 45.3% of its total population. The adoption of technology has expanded
the media landscape and civic space with social media platforms and blogs empowering journalists,
HRDs and bloggers to document and report human abuses, campaign for reforms and advocate for
change. This however has come with its own set of threats and challenges for the same groups;
including threats to online freedom of expression through internet disruptions, website censorship,
hacking, spreading of misinformation and propaganda among others.
A mixed method approach was applied during the study where a survey tool and FGD guide were
administered to collect data from media actors and HRDs to document the threats faced by individuals
involved in Media. A comprehensive review of literature available was also conducted helping to
inform and support the study findings and recommendations.
Media workers and HRDs in Somalia are exposed to various forms of digital threats. The most common
cited physical security threats include:
intimidation from people in positions of power,
illegal arrest/detention,
direct threats,
sexual harassment and sexual assault especially for females,
physical attacks by the police, and
blackmail
Other threats faced by Media workers and HRDs include: impersonation on online platforms, stolen
data, hacking, virus attack, and cyberbullying. Ignorance of digital security threats, lack of adequate
protection measures and lack of government and organisation policies were also identified as the main
risk factors exposing media actors and HRDs to digital threats and attacks.
The study highlighted that there is an urgent need to review the current media bill and incorporate
practice of freedom of speech, media freedom and evidence-based reporting. Additionally, there is
also a need to include provisions on cyber and digital security, protecting media workers and HRDs
against digital security threats in the existing laws. Media workers and HRDs should also understand
that digital and physical security are linked and should take the necessary steps to improve both.
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DEMOGRAPHICS
This study adopted a mixed methodology approach
involving data collection through a survey with
approximately 160 individuals and focus group
discussions with 18 individuals including journalists,
HRDs, social media influencers and bloggers from
Mogadishu, Dhusamareb, Jowhar, Kismayo, Garowe
and Baidoa.

Figure 1 Age group of the respondent

The study also draws from an analysis of a range of
documents, including articles published in Somali and
international media, relevant reports written by
international bodies and non-governmental organizations and academic articles.
Figure 2 Highest level of Education

Figure 3 Profession of the respondents

PHYSICAL SECURITY THREATS FACING MEDIA WORKERS AND HRDS
Survey and FGD respondents interviewed during the study all agreed that they were exposed and
subjected to various physical security threats because of the
nature of their work. In 2016, Human Rights Watch reported that
“… we are also subjected to restriction of
the federal government and regional authorities used arbitrary
movement in Mogadishu, as a result of
roadblocks and closure of streets.
arrests, forced closure of media outlets, threats, harassment and
Additionally, we although we are still
illegal detention as some of their tactics to force journalists to
being subjected to direct threats,
only cover stories which they deemed acceptable.
reported cases of assassinations have
gone down in the last two decades. “
This study identified that similar tactics were still being applied by
FGD PARTICIPANT - MOGADISHU
the authorities to suppress press freedom. Respondents reported
that collectively, people in their line of work experienced various
forms of aggression, from verbal attacks to even assassinations. Figure 4 below illustrates some of
the most common forms of physical aggression experienced by survey respondents working in the
four professions.
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Figure 4 Forms of physical aggression commonly experienced

Intimidation from people in positions of power
Illegal arrest/detention
Direct threats
Sexual harassment
Sexual assault
Physical attacks by the police
Blackmail
Murder
Physical attacks from the public
Assassination
Bomb attack
Threats to your friends and/or family
Targeted robbery
Office vandalization and/or break-ins
Abduction

85
76
67
29
21
20
18
13

9
9
7
7
3
1
1

Figure 5: Work situations with a likelihood of increasing the risk of physical aggression

SOURCES OF PHYSICAL SECURITY THREATS AGAINST MEDIA WORKERS AND HRDS
Sources and forms of physical security threats varied depending on geographical location and
profession. Overall, the local authorities and non-state armed groups were reported to be the main
perpetrators of aggression cases. The following cases are some of the examples given by FGD
respondents showcasing recent cases of intimidation of journalists by the government.

Case 1: Kilwe Adan, an independent journalist was detained on 27 December 2020 in Garowe city for
publishing photos of a demonstration against rising inflation in the region. Despite there being no official
charges brought against him he is still in prison.
Case 2: National Intelligence Security Agency (NISA) of Somalia accused Harun Maruf, an acclaimed Somali
journalist, of being a threat to Somalia’s national security. The announcement was made on the official
Twitter page of the agency. NISA did not, however, release any details surrounding this allegation against
Harun who is one of Somalia’s most respected journalists and senior editor of Voice of America’s (VOA)
Somali section.
GAROWE, MOGADISHU
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RISK FACTORS
To assess risk, respondents were asked about the vulnerabilities which exposed them to physical
security threats and categorized as high risk, medium risk and low risk depending on the number of
respondents that selected them. Clan affiliation, gender and stigma attached to their line of work were
regarded as medium risk factors while financial capability, religious groups affiliation, and physical
disability were low risk. Figure 6 below explains in shows the different vulnerabilities exposing Media
workers, social media activists, and HRDs to risks or physical threats.
Figure 6: Vulnerabilities exposing one to risk or physical threats

Digital Security Threats Experienced by HRDs and Media Workers
There was a general consensus among FGD respondents that journalists, social media activists, and
HRDs are under constant digital security threats; among the many threats are social media account
hacking, cyber-bullying, impersonation (especially for ladies), sharing personal photos with an aim of
character defamation, fake news/misinformation and disinformation, and many other threats.
Figure 7: incidence of digital threats experienced by respondents

I was cyberbullied/harassed online due to the…
My data was stolen
My publication, website or blog was attacked…
My computer got a virus and my data was…
Someone impersonated me online/stolen…
My identity was exposed against my wishes
My online activities were surveilled
Malicious and false information about…
Other
My phone was tapped/ calls were recorded…
My emails have been intercepted

74
66
64

51
41
27
24
10
10
5
3

Gender Targeted Threats
Female journalists, HRDs, bloggers and social media influencers are often victims of attacks from
two fronts; they are usually targeted for being female and practicing their profession. Online abuse
against women ranges from sexual harassment, rape threats, gender-based hate speech,
cyberstalking and threats of violence to themselves or their families.
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Risks to Digital Security Threats
The most cited reasons for loss of data included; theft of their devices, attacks on their devices from
harmful viruses, loss of memory cards/flash disks/ external hard drives, forgetting account passwords
and hacking of accounts.
To assess the respondent’s risk to digital threats, we asked about internet browsing habits and actual
incidences of threats. When asked if they open email links and attachments when the sender is known,
overall 95% of the respondents agreed they do, with (29.6%) stating that they almost always click on
the web links and attachments from known users. Only 12% agreed to opening the links and
attachments but only after confirming their location. Frequencies further ranged from rarely (19.5%),
sometimes (18.2%) and often (15.1%) and only 5% of the respondents reported that they never open
them.
Figure 8: Respondents that open links and attachments from known senders

Almost Always
Rarely
Sometimes
Often
Yes, but after checking the link…
No

29.6%
19.5%
18.2%
15.1%
12.6%
5.0%

Loss of data
Loss of data and sensitive information can be through various means, including; hacking,
introduction of harmful malware and viruses and theft of digital devices among others. Almost
half of the respondents (49.7%) had at one time lost sensitive information, with most of those
who had lost data being journalists (32), followed by HRDs (24) and social media influencers
(18). Bloggers were the least affected group by data loss where only five reported they had
ever lost sensitive information.

AWARENESS AND UPTAKE OF PROTECTIVE MEASURES
There was a consensus from the study’s respondent about an increase in awareness of the need for
basic digital security tools in the society. However, the level of awareness is low for advanced threats,
as reported by participants who took part in FGDs. Data from the surveys also echoed the same with
only 38.4% knowing methods and techniques they could use to increase the security of information
using online platforms and tools. Uptake of protective measures was also recorded during the survey.
Figure 9: digital protection measures being applied

Using strong passwords for your…
Storing data on an external hard disk
Using open-source anti-virus software
Keeping your OS updated with the…
Using a Virtual Private Network (VPN)
Other, please specify
Encrypting data, including emails

61
29
27
20
10
6

3
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The study identified that there was low level of uptake of digital
security measure by most employers, especially for
organisations located outside of Mogadishu. Respondents
noted that their employers have put in place the bare minimum
measures, where they have IT personnel responsible for
installing anti-virus software and handling issues raised about
security. Most of the time, responsibility for ensuring work
devices remain safe lay with the staff members.

“…the level of hacking has grown to a
point where individuals pay foreign
hackers to hack others just to expose
their identities and destroy their profiles.
We have many known incidences of this
occurring in the city.”
FGD PARTICIPANT - GALMUDUG

Figure 10 Adapted security measures for mobile phones and laptops

Password protection
Securing the data in external devices
Open-source anti-virus software
Storing data on an external hard disk
Safe deletion of data
Using a Virtual Private Network (VPN)
Other, please specify
Encryption
Other

159
54
48

29
15
10
6
3
1

ADAPTED PROTECTION MEASURES AGAINST ONLINE THREATS
Some of the measures adapted against such online threats include:
Account Blocking – as cyberbullying and stalking always happens on social media platforms with
chatting and/or private and public messaging functions where people write insults, threats, etc.
respondents reported that they usually take advantage of the block function which is a built-in feature
on most social media platforms.
Reporting - others stated that they use the ‘report’ feature present in most social media platforms.
However, this feature is less used as compared to the block feature because of the many follow-on
questions one has to answer to explain any incident.
Ignoring the threats – unfortunately some reported that they were used to cyberbullying and has
ceased taking it seriously. This however, did not mean that they underestimated the seriousness of
threats but rather, the number of cyberbullying incidences encountered were too many to the extent
they don’t pay much attention to the threats.

9

POLICIES PROTECTING AGAINST DIGITAL SECURITY THREATS AND ROLE OF EXTERNAL ACTORS
While Somalia has a media bill with many controversial
provisions, the country lacks policies on cybersecurity and
digital protection, with many calls and appeals from
international actors and local human rights and journalists’
unions remaining not considered.

“…the government of Somali and the
member State are yet to approve cyber
security policies and rules. However, there
is a media law in place but it needs more
discussion and debate as many of the
articles are controversial and need to be
amended.”

Most privately owned companies do not have sufficient
digital protection policies in place to protect media actors
and HRDs against digital threats. International
FGD PARTICIPANT - PUNTLAND
organisations were known for having digital protection
policies in place that protect their staff’s digital identity
and property. Local technology companies who are the main internet and telecommunication service
providers, however, compromised this. These companies lack policies and rules needed to protect
user information and privacy, exposing them to the risks of hacking or intimidation and coercion by
individuals or groups looking to access private information.

AVAILABILITY OF TRAINING ON DIGITAL SECURITY
Most of the respondents (84.3%) reported that they had never taken part in any digital security
training on internet use. There is, however, a notable increase in access to training in the last few
years, where only 0.6% reported that they had been trained the last five years, whereas 12% of
respondents reported that they had received training in the last one year. This low uptake and access
to digital security training explains why most respondents have been victims of digital threats.
Figure 10: Participation in digital training grouped by profession

Response

Human Rights Defender

Journalist

Social Media Influencer

Blogger

No

48

41

44

1

Yes, in the last year

3

3

2

1

Yes, in the last 3 months

0

5

1

0

Yes, in the last 6 months

0

2

0

2

Yes, in the last t2 years

2

1

0

0

Yes, in the last 5 years

0

0

1

0

Yes, more than 5 years

0

0

0

1

Other

0

1

0

0
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RECOMMENDATIONS
All stakeholders should promote free, fair, just, and accurate reporting. The Somalia
government should ensure the relevant laws and policies serve the purpose of encouraging
freedom of speech and evidence-based reporting. There is also a need to urgently review the
provisions of the media bill and all other laws that hinder media freedom and freedom of
expression.
Media outlet owners/stakeholders and human rights organisations should be sensitized on
setting up standardized protection mechanisms aimed at protecting their employees against
physical security threats.
Scale-up training programmes for media actors and HRDs on methods and techniques of
protecting themselves against physical and digital threats.
Increase awareness about the importance of psychosocial support for journalists, bloggers
and HRDs who are victims of physical aggression and advocate for the need to belong to
support groups/networks/associations.
Digital security training providers should ensure their trainings are holistic and includes
operational security and psychosocial care and is gender sensitive.
Media and human rights organisations should encrypt software programs and applications on
work devices and remind staff to set account security settings to ensure safer browsing
experiences.
International actors and stakeholders should continue supporting efforts by the government
to train police and other security personnel and court officials on human rights and media
freedom and other efforts that promote safety of journalists and HRDs in Somalia and increase
pressure on authorities to address impunity and attacks against journalists and HRDs.
Establish an independently monitoring national mechanisms that promote transparency,
accountability and judicial process regarding physical and digital attacks against HRDs and
media workers.
Strengthen existing online networks for media actors and HRDs through which they can share
ideas, information, updates and educate each other.
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